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Drones and anti-drone technology
Once employed exclusively by 

the military, drones are 
making their grand entrance on 
the commercial scene. Today, 
they become more and more 
present in a variety of industries, 
ranging from first aid to engi-
neering to journalism. We even 
tend to hear about their amateur 
use by influencers and photog-
raphers, just to name a few. 
Drones’ increasing presence in 
our everyday life could be 
attributed to their constant 
evolution and affordability.

While the advantages or 
even the necessity of drones 
cannot be underestimated, their 
use has also become subject of 
debate, mainly due to the danger 
that they pose to security. A 
number of incidents involving 
drones, whether deliberate or 
accidental, have already been 
recorded around the world. 

Other than the terrestrial 
objects, aerial bodies could, too, 
be jeopardised when encoun-
tering drones on their 
trajectory. 

One field particularly preoc-
cupied by the presence of drones 
in the airspace is the aeronautic 
industry. The devices, sometimes 
inadvertently operated in the 
vicinity of commercial aircrafts, 
put the plane and its passengers 
at risk. With the growing number 
of amateur drone use, the fre-
quency of close encounters with 
the unmanned devices has 
increased significantly in the last 
few years.  

To limit the potential dangers 
caused by the drones, specific 
counter-technology has been 
developed. Previously employed 
in the military - just like their target 
- the anti-drone solutions are now 
present in the airports and their 
proximity. Their impact on drones 
varies and they are not all tech-
nology related. Let’s explore.

Monitoring and detection : 
The best way to avoid clashes 

with drones is to prevent them 
from happening in advance. It is 
therefore essential that airports 
have drone monitoring 
equipment in their arsenal. 

We can distinguish between 
the two major categories: active 
and passive. 

Passive monitors are con-
stantly scanning the sur-
roundings for drones, sending 

signals if their 
presence is 
spotted. As for the 
active monitoring, 
these devices send 
out signals that 
analyse and 
classify the drone 
in question and then provide the 
specific details about it. Some of 
these could even discern the 
digital fingerprint of the drone’s 
user. 

These monitors could give 
the away the drone’s exact 
location and follow it in real time 
- an essential piece of infor-
mation for the deployment of 
countermeasures. 

Specific tools that remove 
drones from the vicinity of air-
ports and planes are then used in 
conjunction with the monitoring 
devices. It is always best to try to 
preserve the drone, whether to 
give it back to its user or for exam-
ination, in case of a more serious 
threat. Different methods and 
technologies have been 
developed to provide appropriate 
measures in due time. 

Birds of prey
First on this list : our little 

friends, birds of prey. Known for 
their hunting of other avifauna 
whose presence could disturb 
flights, these predators are now 
able to latch onto winged oppo-
nents of non-living nature. Now-
adays, birds of prey are trained 
to find and intercept drones. The 
advantage of using birds is that 
they do not damage the craft as 
they bring it down. Old-school 
but effective.

GPS Spoofers
On the more technological 

side, we have these devices that 
interfere with the drone’s GPS 
receiver to disorient it and to 
make it believe to be localised 
elsewhere. More specifically, 
they alter the communication 
link of the drone through a signal 
that briefly delays the connection 
between the airborne device and 
its controller, followed by a 
stronger signal that completely 
severs it. 

The control of the drone goes 
to the spoofer and the device 
could later be given to its owner 
in one piece.

Radio Frequency (RF) 
Jammers

However, when neither the 

nature, nor the “benign” tech-
nology are sufficient to prevent 
an imminent threat, other 
devices could be employed. 

These devices overwhelm 
drones by blocking the signals 
from the controller with their 
radio wave emissions. Their 
signal is attuned to the same fre-
quency and modulation as that 
of the drone’s. Essentially, they, 
too, cut off the  link communi-
cation between the craft and its 
controller. 

RF jammers aim for pre-
cision by focusing the electro-
magnetic energy on the drone, 
so as to avoid impairing the 
nearby equipment. This method 
has its disadvantages, as it is very 
short-range and could still cause 
collateral damage. 

As for the drones, once 
attacked by the radio waves, they 
could fly away aimlessly or 
undergo a crash landing. 

HPM Devices
Just like the RF devices, these 

operate on the electromagnetic 
signals. The microwave pulses, 
emitted by the HPM devices 
interfere with the drone’s radio 
signals. They can go as far as to 
damage the very components of 
the craft, depending on the lat-
ter’s durability. 

The signals of the HPM 
devices are sent out in a single 
direction, so as to prevent col-
lateral damage. However, this 
could sometimes not be avoided, 
making RF jammers truly a last 
resort tool (especially given its 
high cost). 

These are some of the devices 
that could be found in airports 
and military bases. Others, more 
destructive ones, are employed 
primarily by the armed forces, so 
as to prevent attacks and ensure 
the land’s safety.

If you are interested in 
learning more about or even 
investing in drone counter-tech-
nology, Bayanat Engineering has 
a wide variety of products that 
could be tailored to your par-
ticular situation.

QF’s Ability Friendly Program 
inspires children to dream big
THE PENINSULA — DOHA

Swimming is Layaan Al Jomaa’s 
favourite thing in the world. The 
aspiring athlete, who has Down 
Syndrome, is part of Qatar 
Foundation’s Ability Friendly 
Program. And at only five years 
old, she dreams of becoming a 
world champion. 

“I love swimming,” says 
Layaan. “I swam for the first 
time when I was a baby. I wasn’t 
afraid. My mom and my coach, 
Guia, have helped me become 
better at it. I want to be the best, 
and I want to make my mom 
and my coach proud.

“I love Guia very much, and 
I always listen to what she tells 
me. We talk a lot. And I never 
miss a session.”

Layaan joined the Qatar 
Foundation (QF) program, 
which allows people with spe-
cific needs and disabilities to 
participate in specialised sports 
activities, and every week, she 

attends specialised classes tai-
lored to meet her needs. 

And as Layaan’s swimming 
has improved, as have her social 
skills, as well as her self-confi-
dence. She has also just started 
to learn new techniques, 
helping her to increase her 
speed, and is practicing her 
diving. Her mother, Randah, 
says she started teaching her 
daughter how to swim a few 
weeks after her birth because 
she learned about how this form 
of exercise can strengthen spe-
cific muscles in the body. 

“As Layaan got older, I felt 
that she needed help from 
trainers who specialized in 
children with special needs. I 
was introduced to QF’s Ability 
Friendly Program, and imme-
diately signed her up. And 
straight away, she started a new 
stage of learning how to swim.”

“Layaan has a wonderful 
time during the individual 
training sessions, and I am 

really impressed by the way the 
coaches interact with her. They 
focus on all her needs and allow 
her enough time to learn and 
master the different rules of 
swimming,” her mother 
explains. 

“Layaan is very lucky to be 
able to participate in the Ability 
Friendly Program. This initiative 
supports parents of children 
with special needs, who often 
face challenges in finding spe-
cialists to train their children in 
different sports activities. No 
one can imagine my joy when 
I see the happiness and enthu-
siasm in my daughter’s eyes 
when I take her to her lessons,” 

she says. 
“At QF, there are coaches 

who are very skilled in dealing 
with children with special 
needs, and they are able to 
provide them with specialist 
training. And the facilities are 
built for such activities. We are 
motivated to bring out children 
to these classes, and to see them 
benefit as much as possible.”

Randah says that this initi-
ative truly demonstrates how 
QF believes that every member 
of the community should be 
able to participate in social 
activities – regardless of their 
circumstances. 

Layaan not only loves 
swimming, but also does gym-
nastics, plays football with her 
brothers, and is excited to 
attend the FIFA World Cup 
Qatar 2022™ this year with her 
father and the rest of her family. 
She hopes to be able to sit in the 
front row and support her 
favorite football team – Italy.  

“I love sports, and I have 
become very good at swimming. 
Coach Guia tells me that I swim 
fast without any fear. I dream 

of becoming better, so that 
when I grow up, I can become 
a world champion,” says 
Layaan.

The magnificent Al Janoub Stadium park

The park surrounding Al Janoub Stadium in Al Wakrah is a popular recreational spot for the residents 
of Al Wakrah, Al Wukair and the surrounding areas. The vast park overlooking the FIFA World Cup 
venue has dedicated cycling and jogging tracks, outdoor exercise equipment and children's playground.  
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Carnegie Mellon University graduates launch Qatar gardening app
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Three graduates of Carnegie 
Mellon University in Qatar 
(CMU-Q), a Qatar Foundation 
partner university, have joined 
forces to create an app for 
gardeners in Qatar.

Tamim Al Asfar, Mohamed 
Hamdi, and Julian Sam created 
Greenit to make choosing, 
buying and caring for plants in 
Qatar more smooth. Hamdi 

said, “You can buy plants, 
flowers, pots, everything 
related to gardening. It’s unique 
because in Qatar, there’s not 
one place where you can buy 
what you need, have it 
delivered, and also learn eve-
rything you need to know to 
care for the plants.”

All three Greenit team 
members graduated in 
CMU-Q’s Class of 2019. Tamim 
and Hamdi have degrees in 

business administration, while 
Julian has a degree in computer 
science.

Julian noted, “Even the 
engineers we hired were 
CMU-Q students. It’s pretty cool 
because I think a lot of people 
try to outsource the work, but 
we did it in-house, and put all 
our love and all our passion into 
it. And I think it shows.” 

Michael Trick, Dean of 
CMU-Q, said: “At Carnegie 

Greenit team

Layaan Al Jomaa, 5, attends specialised swimming classes every 
week at Qatar Foundation program.

I dream of becoming better, 
so that when I grow up, I 

can become a world 
champion.

Layaan Al Jomaa

Mellon, we encourage students 
to work in multidisciplinary 
teams, which is exactly what 
Hamdi, Tamim and Julian have 
done with their app. I am so 
pleased to see them work 
together to build something that 
will make Qatar a greener 
place.”

Tamim noted that Greenit 
was inspired in part by Qatar’s 
vision to make the country a 

greener place. “Qatar has the 
goal of planting one million 
trees before World Cup 2022, 
and ten million trees by 2030. 
People in Qatar are really 
starting to understand the 
importance of making our 
spaces greener, and I think our 
company can really make a dif-
ference in that area.” 

Residents in Qatar can now 
order plants online through 

Greenit, have them delivered, 
and learn about the best way to 
care for their garden. 

The app includes a machine 
learning element that will 
identify plants through photos, 
and then source the plant from 
nurseries around Qatar, and the 
team is continuously adding 
more features.

Greenit is available through 
the App Store and Google Play. 


